RMCLab

Remote Monitored and Controlled Laboratory

Help with Microsoft Windows XP and Norton Internet Security Firewalls

AkOAOUBWG divovTal avaAuTIKEG 0ONYIES yIa TNV owoTA dIAXEIPION TOU
Firewall Twv Windows XP kai Tou Norton Internet Security Firewall
2003 Edition. Ta o6ooug OiaBétouv katrolo AAAo  Firewall,
TTPOCTTABROTE VA EVTOTTIOETE T avTioTolXa TTEdia pe autd Tou Norton
Internet Security Firewall kai va KAveTe TIC avTioToIxeG pubuioelg. MNa
01 dlaopeTIKEG ekdOOEIg Tou Norton Internet Security Firewall, €triong
TTPOCTIO0A0TE VA EVTOTTIOETE TA AVTIOTOIXO TTEdiA KAl VA KAVETE TIG
QVTIOTOIXEG PUBUIOEIG.







1. TENIKEZ OAHrlIEZ

To akoAouBo anoonacpa cival anoé 1o Help Twv Windows XP. Av BéAeTe anAa va 1o
anevepyonoInosTe yia kanoia Dial-up ouvdeon He To JiKTUO, EKTEAECTE Ta akdAouba:

To enable or disable Internet Connection Firewall
1. Open Network Connections

2. Click the Dial-up, LAN or High-Speed Internet connection that you want to
protect, and then, under Network Tasks, click Change settings of this
connection.

3. On the Advanced tab, under Internet Connection Firewall, select one of
the following:

To enable Internet Connection Firewall (ICF), select the Protect my
computer and network by limiting or preventing access to this
computer from the Internet check box.

To disable Internet Connection Firewall, clear the Protect my computer
and network by limiting or preventing access to this computer
from the Internet check box.

>Tnv €NOpeEvVN Napaypa®o divovTal avaAuTIKEC 0dnyiec yia TNV owaoTn dlaxeipion Tou
Firewall Twv Windows XP.



2. ANAAYTIKEZ OAHIIEX TIA TO WINDOWS XP
FIREWALL

Evroniote and 1o Control Panel (Mivakag EA€yxou) To akoAouBo directory Twv
Windows XP.

"% Network Connections

File b View Favorites  Tools  Advanced  Help ;,'
e Back - \@J l} p Search li_t Folders v
Address % Metwork Connections V| G0

Name Type Status Device Mame Phone # or Host Address | Owner
Network Tasks Dial-up

[El Create anew connection e MyPANAFONET Dial-up Discorinected Creative Mode... 8962500000 System
% SFEFF upa t““”‘i or small £ PANAFONET Dial-up Disconnected, Firewalled — Creative Mode.., 862500000 System

R L"\CPANAFONET Dial-up Disconnected, Firewalled  Creative Mode... 962500000 System
e UPATRAS Dial-up Disconnected Creative Mode.,, 8962415150 System

See Also
LAN or High—Speed}nternet

i) Metwork Troubleshooter
< Local Area Connection LaM or High-Speed Internet  Enabled 3Com Gigabit ... Syskem

Other Places

9 Conkrol Panel

8 1y Nebwork Places
[} My Documerts

8 My Compuker

Details

Network Connections
Syskemn Folder
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ErmiAeETe Tnv Dial-up ouvdeon Pe To JiKTUO TNV onoia BEAETE va dIAXEIPIOTEITE.

"'m_l:unnect

Set as Defaulk Connection
Creake Copy

Create Sharkouk
Delete
Fename

Properties
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Kavovtac Oe€i kAIk kal enmiAéyovtac Ta Properties (IS10TNTEC) €XeTe TO akOAouBo
HEVOU €MIAOYQV.

£~ UPATRAS Properties

General | Optionz || Security || Metworking || .ﬁ.dvanced|

Connect using:
|@ tadem - Creative Modem Blaster FlashS6 DESY20 [CORMT]

Phone nurmber

Phone number;

8952415150 [ sremates |

[]Uze dialing rules

Show icon in notification area when connected

[ OF. ] [ Cancel
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EriAéyovTag otnv ouvéxeia Tnv oehida Advanced (Ma Mpoxwpnuévoug) PMNOpPEITE va
eMAEEETE/anoenAeEETe TNV avTioToIxn enmiAoyn yia To Firewall Twv Windows, n onoia
gival n NnpwTn ano TIG ELPavICOPEVEG EMAOYEG.

"= UPATRAS Properties

| General | Options | Secuity | Metwaorking | Advanced

|nternet Connection Firewall

Pratect my computer and nebwork, by limiting or preventing
access bo thiz computer from the Internet

Learn more about [nternet Connection Firewall.

Internet Connection S haring

[] Allow other network, ugers to connect through this
computer's Internet connection

E ztablizh a dial-up connection whenever a computer an
my nebwork, attempts bo access the Intermet

Allowe ather netwaork, ugers to control or dizable the
zhared Intermet connection

Learn more about [nternet Connection Sharing.

If you're not sure how to zet theze properties, uze

the Mebwork, Setup ‘Wizard instead. Settings...

[ ok ][ Cancel ]
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AkoAoUBwG aiveTal n anoenAeypévn KaTaoTaon TG EVTOANG.

f= UPATRAS Properties

[nternet Connection Firewall

[ ] Protect my computer and network, by limiting o preventing
access bo thiz computer from the Internet

Learn miore about [Rternet Connection Firewall.

[nternet Connection Sharing

i
|
i
[] Allow other network, ugers to connect through this
computer's Internet connection
|
|

Learn mare about [ntermet Connection Sharing. |

IF pou're not sure how to zet these properties, use
the Metworl, Setup Wizard instead.

k. l [ Cancel
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Av dev BEAeTE va anevepyonoinosTe evreAw¢ To Firewall aA\@ va anoTpeyeTe TNV
AeIToupyia POvVO yia Tov OKond nou pag evdlagepel, Ba npensl va ypaAweTe €va
oUvolo and kavoves. AuTO yivetal enidéyovTag Tnv emoyn Settings (PuBpioceic),
onoTe eugavileral To akoAoubo:

Advanced Settings

Services | Secrity Logging | [CMP

Select the services running an your network that Intemet users can
ACCEDS.

Services

Eryer
O Intermet Mail Access Pratocal Version 3 [IMAP3)
O Intermet Mail Access Pratocol Version 4 [IMAP4)
O Intermet Mail Server [SMTF
] mamags [192.168.0.1:11823] 34542 UDP
O mamegs [192.168.0.1:9367) 18150 TCP
[] Post-Office Pratocol Yersion 3 [POF3)
] Remate Desklop
[ Secure'web Server HTTPS)
O Telnet Server
[ web Server [HTTP)

pdd. || Edt. |

[ Q. l [ Cancel
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EkteAwvTtac tnv emidoyry Add (MpooBnkn) 6a npénel va €l0aysTal Ta OTOIXEI Mou
npenel, dnAadn va kabopioeTe TOUG KAVOVEG. ZUVONTIKA Ba NPENEl va EMNITPEYETE TNV
IP dielBuvon 150.140.187.30 yia 1o €Upoc Twv ports 1698-1721. e kaOe evav OPWC
Kavova £xeTe OIKAiWPA va KaBopiosTe €va poOvo port, onoTe Ba npenel va ypayeTe
OUVOAIKA 24-kavoveG. AkoAoUBwG onuelwvovTal didgopa oTIypIoTuna.

Service Settings

Dezcription of zervice:

Mame or IP address [for example 192.168.0.12] of the
computer hosting this service on your network:

E sternal Part number far this service:

| | @1 OUDP

Internal Port number for thiz zervice:

[ OF. l [ Cancel
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O npwToG kavovag. Mnopeite va dwoeTE OTI ovopaaia BEAETE.

Service Settings

Dezcription of zervice:

| RMCLab-01 |

MHame or |P address [for example 192.168.0.12) of the
computer hosting this service an vaur network:

|15|114n.1 87.30 |

Esternal Part number far this service:

1698 | ®@Tce OupP
Internal Part number far this service:
|159a |
[ 0k, l [ Cancel
Eikova 8
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H enmiAeypévn kaTAOTAON TOU NPWTOU KAvova.

Advanced Settings

Services | Security Logaing || ICHP

Select the services running on your network that Intermet users can
access.

Services

[ FTF Server

[ Intemet Mail dccess Protocal Yersion 3 [IMAP3]
O Intermet Mail Access Pratocol Yersion 4 [IMAP4)
O Intermet Mail Server [SMTP)

[ memegs (192.168.0.1:11823) 34542 UDP

[0 msmegs (192.168.0.1:99671 18150 TCP

[ Post-Office Pratocol Yersion 3 [POP3)

] Remate Desklop

RCLab-01

[ Secure'web Server HTTPS)
O Telnet Server
[ web Server [HTTR)

sdd. || Edt. ||  Deete |

[ Ok ][ Cancel ]
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Eicaywyr) Tou TeAsuTaiou kavova.

Service Settings

Description of service:
| FMCLab-24 |

Marme ar IP addrezs [for example 192.168.0.12] af the
computer hosting this service an paur network;

|15D.14EI.1E?.3EI |

E sternal Part number far this service;
1721 | ®@1cP OuoP

Internal Paort number For this service:
| 1721 |

I ak. ] [ Cancel
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H emiAeypévn kaTdoTaon Tou OUVOAOU TWV KavOVV.

Advanced Settings

Services | Security Logging | [CMP

Select the services running an your network that Intermet users can
ACCEDS.

Services

RMCLab:1700
RMCLab:170
RMCLab:1702
RMCLab: 1703
RMCLab:1704
RMCLab:1705
RMCLab:1706
RMCLab:1707
RMCLak:1708 -
RMCLab:1709

RMCLab:1710

RMCLab:1711

RCLab 1712
FbAC] Ak 17172 b
| @

sdd. || Edt. ||  Deete |

[

AIREKNRREREREREEREE

[ ak. H Cancel ]
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3. ANAAYTIKEZ OAHrIIEZ TIA TO NORTON INTERNET
SECURITY FIREWALL

Ano To Baoiko napaBupo snmiAeyeTal Personal Firewall kal éneira Configure.

“3 Norton Internet Security

E Secutity Monitar c Block Traffic @ Livellpdate ﬂ Options - @ Help -
[Norton Internet Security | System Status: OK @
Status & Settings .
- us 4 @) SECUAY ol Per%nal Firewall
HE
Alering Level ; -
' Personal Firewall On Ef;f;g:':ﬂ“ﬁ
i ot . . computer from
Statistics (¥ Intrusion Detection COn e LT
o . o ACCEEE.
Subscription Serices () Maorton Antivirus Cin
Norton AntiVirus :I
() Privacy Control On
(V) &d Blocking On
(V) Spam Alert Cin
Neronjnternet Security~*°%
symantec. Yy
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* Norton Internet Security

Personal FirewaII|F'rngram Cnntrnl| Haome Metwarking | Advanced |

Personal Firewall

Tell me more

Fersonal Firewall protects wour computer from attacks and malicious
programs.

v Turn on Persaonal Firewall,

kove the slider to set the Firewall level.

Custom
+ You have chosen a custom level for your fireweall.
*+ lsing a custam level disables the firewall slider.
+ To configure settings with the slider, click Default Level and choose
High, Medium, or Low.

custom Level... Default Level
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Personal Firewall Program Control | Home Metwarking | Advanced |

Program Control

Tell me more

Automatic Program Control

Automatically configure Internet access for Internet programs when you start them
the first time. This reduces the number of alerts that you receive.

v Turn an Automatic Program Contraol

MOTE: Automatic Program Contral only configures access for versions of Internet
programs that Symantec has identified as safe.

Manual Program Control

Manually configure Internet access for individual programs. Click Pragram Scan to
guickly configure all Internet pragrams or click Add ar Madify to manually configure
settings for individual programs.

Brogramesi e nverne b Access e B
E Adobe Acrobat 4.0 w Block Al 7
ﬁ( Ahead Mero Burning Software w Block All

[P e w Block Al b

| Add... | ] FProgram Scan...
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Ano Tnv oehida Program Control emiAé€Te Add kal oTnv ouvéxela npoonadnoTe va
evronioeTe oTo OiOKO 0aG TO ekTeAEolo apyeio RmcClient.exe (mBavwg oTnv
TonoBeaia: C\Program Files\RmcLab Client\RmcClient.exe).

Select a program

Laak in: |t;} Client j S IfF T

= ICche_Client

.-J IChGen_cClient

Recent Ih0se_Client

ICaRme_Client

?[_"_ I50e_Client
' ) Tmp

Desktop f ChtClient.exe

@Genclient.exe
g Oscclient exe

\$

RmcClient.exe

E] Scellient.exe

by Diocuments

Campany: APEL
File Wersion: 1.1.0.1
Date Created: 16/3/2004 3:37 Ny

@

by Computer

ke M etk

Size: 129 KB

Eixova 15

File name: |HmcEIient.e:-ce ﬂ | Open |
Flaces
Files of type: |E:-:e-:uta|:ules [*exe *.dl * ocx) j Cancel




3TO ONUEIO AUTO WMOPEITE AnAWG va EMIAEEETE TNV YEVIKN EMITPEWPN ToU &V AOYw
npoypappaTog, onoTe kal TeAelwvel n dladikacia r va ONUIOUPYNOETE £vav VEO
Kavova €nmITPENovVTac Povo Tnv npodcBacn oTta anapaitnta ports Tng dielbuvonc
150.140.187.30.

BB o e e b Ed

Program Control ‘ -
/_I\\\ Medium Risk l

Click the appropriate option to control Internet access for
FmcClient.exe.

This file is not infected with a virus. There is no autoconfiguration
data for this application. This application is from a company (APEL)
that wwas not found in the list of known companies. This application
does not have a digital signature or the digital signature is invalid.

What do you want to do?

| Permit j

] | | Cancel |
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Mniopeite va OIOANEEETE 1| va €I0AYETE HIA MEPIYPAPN yid Tov anAd kavova nou
dnuioupynoare.

Application Categony

Choose Application Category

Helg

Zlick the category that best describes the application for which
wvouve configured Internet access. Morton Parental Control uses
these categories to determine which applications wour children can
use online.

General

Chat

Conferencing & Collabaoration
E-rnail

E ducation & Family
File Transfer
Instant Meszaging ot
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H AenTopepnc dladikaoia &ekivd av PETA Tnv €mIAOyr TOU EKTEAECIMOU apXEiou
enMAEETe Manual Configure Access, avti yia Permit. e nepintwon nou and Aadog
emAeEaTe Block Ba npénel va oBACETE Tov kavova kai va Tov avadnuIoupynoETE.

Morton Internet Security

Program Control ‘ .
/_!\\ Medium Risk l

{Zlick the appropriate option to contral Internet access for
RmcClient.exe.

This file is not infected with a virus. There is no autoconfiguration
data for this application. This application is from a company (APEL)
that was not found in the list of known companies. This application
does not have a digital signature or the digital signature is invalid.

What do you want to do?

|Manua||_l,l configure [nternet access hd

k. | | Cancel |
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*3 Add Rule X
Add Rule

Tel me more

Do you want to hlock, permit, or monitor a new connection?

* Permit: Allow connections that match this rule.
" Block: Do not allow connections that match this rule.

" Monitor: Log connections that match this rule. This lets you monitor the number of
tirnes this rule is used.

| Hext> || Cancel
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*3 Add Rule 3

Add Rule

Tel me more

What type of connection do you want to permit?

" Connections to other computers
Type of connection made by most Internet-enabled applications. Also called
outbound connections,

¢ Connections from other computers

Type of connection typical of & server application such as a YWeb server or FTP
server, Also called inbound connections.

g ;tunnectiuns to and from other computers
some applications utilize both types of connections (inbound and outhound).

<= Back Mext = | | Cancel
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Add Rule

Tel me more

What computers or sites do you want to permit?
7 Any computer

| Add ||

Click Adapters to limit communications to specific network adapters. This is necessary
only if you have more than one network adapter in your computer,

= Back Mext = | | Cancel
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MNaTtwvtag Tnv emAoyn Add:

*3 Specify Computers E|
Specify Computers

Tell me more

Indicate computers or sites to permit access to:

® Individually
" Using a range
" Using a network address

Enter computers either by name {www. symantec.com) or by Internet
address (192.168.1.1). To enter multiple computers, use a space between
each entry.

[150.140.167 .30

| oK ]| Ccancel
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*2 Add Rule X
Add Rule

Tell me more

What protocols do you want to permit?

* TCP

T UDP

" TCP and UDP
What types of communication, or ports, do you want to permit?

T All types of communication (all ports, local and remote)

l"3“£?lnlg,-' the types of communication or ports listed below
Add || |
| < Back Mext = | | Cancel
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MNaTtwvtag Tnv emAoyn Add:

" Specify Ports E'
Specify Ports
Tell me more
Filter by: Locality:
O Known ports from list * Local
O Individually specified ports * Remate

' Port range

Enter the starting port
1698 |

Enter the ending port
1721 |

Ok || Cancel
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MNaTtwvtac Tnv emdoyn Add akoun pia gopa:

*3 Specify Ports [Z|
Specify Ports

Tell me more

Filter by:

£ Known ports from list e
O Individually specified ports " Remote

* Paort range

Enter the starting port
1695 |

Enter the ending port
1721 |

ol || Cancel
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*3 Add Rule %)
Add Rule

Tel me more

You can choose to he notified when a connection matches this rule.
When a connection matches a rule:

Only Log event after it occurs |1 times

[ Create an event log entry

[ Motify me with a Secuarity Monitor message

[ Motify me with a Secuarity Alert

<Back | Mext> | | Cancel
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MnopeiTe va dWOETE Onolo Ovoua BEAETE oTOV kavova rnou dnPIoUPYROaTE.

* Add Rule (%]

Add Rule

Tel me more

What do you want to call this rule?
This description appears in the Rule Summary list to help you identify this rule.

RMCLab Firewall Rule

= Back Mext = | | Cancel
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3

Add Rule

You have created the following rule to permit Internet communications for
D:\WorkTemp'RmcLab'Verd-curiClientitRmcClient.exe:

Description: RMCLab Firewall Rule
Action: Permit

Direction: InfCOut

Computer: Specific
Communications: Specific
Frotocol: TCF

{| Cancel |
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O TPONOC EUPAvIONC Tou kKavova nou dnuIoUpynoare.
“Z Morton Internet Security

Fersanal Firewall| Program Cnntrnl' Home MNetwarking | Advanced ‘

Program Control

Tell me mare

Automatic Program Control
Automatically configure Internet access for Internet programs when you start them
the first time. This reduces the number of aletts that you receive.

W Turn on Automatic Program Contral

MOTE: Autoratic Prograrm Control only configures access for wersions of Internet
programs that Symantec has identified as safe.

Manual Program Control

hWtanually configure Internet access for individual programs. Click Program Scan to
guickly configure all Internet programs or click Add or Modify to manually configure
settings for individual programs.

Program Internet Access i

a Shead Nem Burning Software w Block &l

% Ov:wfork T emph R mcLabher-4-cursClient B rmcCliznt. exe w Cuztom

[ DF exe = Block Al b
| Add... | Refnoye Program Scan...
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